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Content
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Preface

The Information Technology (IT) isadecisive factor of our livein today society. E-Business, E-Mail, and
World Wide Web are progressing in an unprecedented pace. This hasincreased theinterest of public and
institutional customersin the security functionality and evaluation of IT products. The key questions are: At
what level of security do | have to operate my I T products to secure my business? Can | trust that the security
functionality, its effective and correctly implemented? This has stimulated growing interest in the different
methods to prove the trustworthiness and quality of IT products.
Developer and manufacturer conducts already extensive simulations, design reviews, tests and eval uations
during the development and manufacturing as part of their quality management. In order to gain additional
evidence about the quality and the effectiveness of the security functionality of an IT product the
manufacturer or distributor can call on an independent party. Thisisnormally aso-called Third Party like a
Consultant, Test Laboratory, Certification Agency. The consultation or eval uation through an independent
party leads in general to an increase in trustworthiness. Critics claim that the drawback of this method are
manifold:
risk of disclosure of newly developed designs
risk of outflow of know-how
increase in development cycle and time-to-market
increase in product costs
Because of rapidly decreasing of the time-to market and increasing competition the I T industry is searching
for efficient alternatives for simulation, testing, evaluation and certifying of their products. The IT market
needs are based on scalable security. Simple authentication and integrity checks of communication and
stored date require a different security level and trustworthiness than the handling of medical dataor alegal
act attested by anotary. It should be up to the public or institutional consumer to select an IT product based
on his need for security and trustworthiness. The will give the manufacturer the freedom of choice which
evaluation criteria, testing and evaluation method as well as certification alternative heisgoing to apply to
meet the final customer needs. The consumer on the other hand can choose the product which best fits his
needs to minimise his security risk.

Scope

Thistechnical report formalises the Manufacturer commitment to his product with a Suppliers' Declaration
of Conformity (SDoC). It describes the available alternative methods to demonstrate that a product meets the
security and further quality requirements. The technical report concentrate on the aspect which will help to
establish trust in connection with the development, manufacturing, and distributor in particular during
testing, evaluation, and certification of the security relevant functions. The main focusis on the use of the
SDoC. Therequired structure and content of the SDoC for IT security productsisgiven. Itisintentisto
increase the transparency and comparability for the final consumer in selecting trustworthy products.

A documented sample declarationsin Annex A may serve as guidance for a proper application of this
Technical Report.



Reference

ISO Standards

ISO/IEC 15408-1,-2,-3 Evaluation Criteriafor IT Security

ISO/IEC Guide 22
Guide 25

1SO 12119

CEN/CENELEC

EN 45001
EN 45013

EN 45014

European Union (EU)

ITSEC
ITCEM

Canada
CTCPEC

USA

FIPS 140-1
TCSEC

Others

XOPEN
ECMA

Definitions
TBD

Information on Manufacturer’s Declaration of Conformity with standards

General criteriafor suppliers declaration of conformance
or other technical specifications

Information Technology Software Products — Quality requirements and

evaluation

General criteriafor the operation of testing laboratories

General criteriafor certification bodies operating certification of
personnel

General criteriafor suppliers declaration of conformance

Information Technology Security Evaluation Criteria
Information Security Technology Evaluation Manual

Canadian Trusted Computer Product Evaluation Criteria

Validation of Cryptographic modules
Trusted Computer Security Evaluation Criteria

Baseline Security Services
COFC - Commercially Oriented Functional Classfor Security
Evaluation ECMA-Standard 205

E-COFC — Extended Commercially Oriented Functional Class for
Security Evaluation ECMA-Standard 271

Acronyms and Abbreviations

TBD



Alternatives

Currently there are several alternative methods to demonstrate that a product meets the security and further
quality requirements:

Manufacturer’'s Test Laboratory

The manufacturer of aproduct is using acomprehensive test plan to conduct a variety of highly complex and
lengthy tests and evaluations. This comprises the development tests through manufacturing verification and
field tests. As part of the comprehensive test plan the manufacturer includes all standards and test
specification his product is complying to.

For all steps of development, production, and shipment process the manufacturer invests a significant amount
of effort and time on quality assurance and development and production monitoring to guarantee a
continuous level of quality and conformance to standards.

As an alternative the manufacturer has the option to get parts of his manufacturers test laboratory accredited
by an accreditation body, if thereis a market requirement.

Theresults obtained from all tests and evaluations will be documented in atest report. This detailed
information will serve as aprove that the manufacturer’ s product meets the specified security functionality
and further quality requirements. Additional factors which will certainly increase the trust are:

the reputation which the manufacturer enjoy on the market

the behaviour of the a product in the market

liability of the manufacturer or supplier for hidden bugs.
The consumer trusts the declaration of the manufacturer or supplier of ait security product. By holding the
manufacturer or supplier accountable is the best way to motivate them to ensure that his product meets and
maintain the specified level of security and quality.
Advance T products are subject to continuous testing and evaluation to clearly specified technical
reguirements during the complete devel opment and manufacturing process. This requires a high degree of
skill and in-depth knowledge of new technologies and design methodol ogies which makesit difficult, time
consuming and quite costly and indeed unnecessary for third partiesto repeat these tests and eval uations.
In addition it provides the flexibility for the manufacturer to keep pace with product modifications and allows
for fast response in a highly competitive market environment.

Evaluation by the Customer

If aSDoC is not sufficient for aconsumer he has than the option either evaluate the efficiency and reliability
of aproduct by himself or by calling on a consultant. This method is very reliable but extreme costly and
requires adequate skill. Eventually the result is used by asmall user group only.

Accredited Third Party Evaluation

If there are particular market needs or regulations which require a high degree of trustworthinessin the
quality of aproduct than the manufacturer has the option to involve atrusted third party. Thisisnormally a
test house which is accredited by an accreditation body in accordance with 1SO/IEC Guide 25 or EN 45001
and security related evaluation modules to prove the technical/organisational competence . The test house
evaluates a product according evaluation criteria or regulations and produces atest report with hisfindings.
The method ensures that the eval uation was impartial, competent, and the results are repeatable anytime. In
addition the test results could be validated by an also accredited certification laboratory (EN 45011)

The certification laboratory will than certifies by means of a certificate that the product meets the security
and further quality requirements.



Some regulation, i.e. the German Digital Signature Act, require mandatory certification of alT product
beforeit is put on the market. Mandatory basically means that the product underwent an extensive product
test and the devel opment and manufacturing process was assured by an independent test house.

Finally, which proof of trustworthiness a consumer wants depends heavily on the cost and benefits.

Each of the above method hasits merits. Therefore, considering the Manufacturer’s Test Laboratory and a
SDoC isavalid and equal alternative to any certification process.

Recommendation for Use of a Suppliers’ Declaration of
Conformity

Procedure

The supplier confirms the compliance of a product with the applied eval uation criteriaby issuing aSDoC in
the same language as the technical operating instruction.

He keeps afile with the exact technical specification, construction data, test- and evaluation plan and results.
The SDoC isincluded to every product shipped and part of the operating instruction or any other customer
documents.

Content

Gives the name and address of the supplier who issued the declaration

Describes the equipment and/or software in terms of name, type and model number

Bears the place and date when the declartion was issued

States the number and titles of the applied evaluation criteria, standards, design and assurance
methodology, EU directives or if necessary company intern measures which ensure the compliance of
the product with the required level of security and adate, if applicable

Givesthe evaluation report

In case the evaluation was carried out by an independent test house, gives the name and address of the
test laboratory which issued an evaluation report including a number and issue date

Carriesalegal binding signature of asupplier or his authorised representative.

The declaration of conformity is based on the requirements given in ISO/IEC Guide 22: Information on
Manufacturer’s Declaration of Conformity with standards or other technical specification

Evaluation Criteria

Below you will find alisting of available evaluation criteriafor I T products:
SO 15408-1, -2, -3 Evaluation Criteriafor IT Security
Protection Profiles based on SO 15408

1SO 12119 Information Technology Software Products — Quality requirements and
evaluation criteria

ISO/IEC 15504 Software Process Assessment (SPICE)
ISO/IEC WD 15939  Software Measurement Process Framework
ISO/IEC 9646 Conformance testing methodology and framework

ISO/IEC 14598 Software product evaluation



ITSEC

ITCEM

CTCPEC

FIPS 140-1

TCSEC

XOPEN

ECMA

Information Technology Security Evaluation Criteria
Information Security Technology Evaluation Manual
Canadian Trusted Computer Product Evaluation Criteria
Validation of Cryptographic modules

Trusted Computer Security Evaluation Criteria
Baseline Security Services

COFC - Commercially Oriented Functional Classfor Security
Evaluation ECMA-Standard 205

E-COFC — Extended Commercially Oriented Functional Class for
Security Evaluation ECMA-Standard 271

For further details, detailsrefer to ISO/IEC WD 15443 A Framework for I T security assurance.



Annex A

Declaration of conformity of product security attributes

Thisannex A contains a set templates for security-declarations of an Transactional Smartcard Reader. Thisis
intended as examplesto help in the application of this Technical Report.

Alternative media (electronic files, electronic transfer, other) and identification technol ogies (bar-codes, 1D
units, other) may be used for automated transfer and exchange of the datain these declarations.



Annex A.1

Declaration of conformance of product security functional and
assurance requirements for a Transactional Smartcard Reader

Supplier's Name :
Supplier's Address:

declares, under his soleresponsibility, that the product

Product Name:

Product Type:

Model Number:

Seller/Manufacturer:

Weight: .... kg

Dimension: ....cm X cm X ....cm

based on test results obtained from test laboratories on sample testing for above product, that it

conforms to the following laws, standards, regulations and directives:

- 89/336/EEC CE-mark (EMC-Directive)

- 73/23/EEC (LVD-Directive, CB-Report:UL 1765...)

- EN 50082-1 (EMC)

- EN 55022:1987, Class A (‘radio disturbance”)

- 1SO 11469 (marking of plastic parts)

- |[EC 950 (Product Safety)

- 1SO 9001, 9002 (Certification of development and
manufacturing)

-ISO 9241 (Human engineering)

-etc



conforms to the following voluntary security functional and assurance requirements
ISO 15408-1, -2, -3 Evaluation Criteria for IT Security
PP/ 9902 Transactional Smartcard Reader Protection Profile

For details, refer to http://www.scssi.gouv.fr/present/si/ccsti/pp.html

Security Functional Requirements
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conforms to the following voluntary environmental program requirements
EPA Energy Star (saving electrical energy)

conforms to the environmental specifications, as listed in the ECO declaration below:
Operational data:
Energy consumption:

sleep mode: ... w

OFF mode: ... w

Physical emission:
Acoustical noise according to ISO 7779 and 1SO 9296

declared sound power level sound pressure level
operational mode: ... bel operational mode ............. dB(A)
sleep mode: ... bel sleepmode .. dB(A)
Materials:
The above described product does not contain:
asbestos;

cadmium (in plastic materials, packaging and inks);

CFC and/or HCFC;

chloroparaffins with chain length 10-13 C atoms, chlorination greater than 50% contained in
mechanical plastic parts heavier than 25 g;

lead contained in mechanical plastic parts heavier than 25g;

mercury;

PCB or PCT;

polybrominated biphenyls, their oxides and their ethers contained in mechanical plastic parts
heavier than 25 g.

in concentrations exceeding the natural background levels.

Upgradability/Extendibility:
above system is upgradable in the following manner:
upgrade possibilities (e.g. memory, fonts, etc.)  ..................
spare parts and service period I VL L= 1

After end of life, this system can be given back to the supplier for environmental conscious
recycling or disposal.
Please contact your "name of company" for take back information

Packaging:
Packaging materials consist of: (describe and percentage by weight)
Plastic packaging materials are marked according to ISO 11469
Packaging recycling options such as participation in local collection and recycling consortiums
are given

Above system contains following parts, which contain regulated materials and should be disposed
of in an environmental acceptable manner.

Issue Date: Signed by:
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